Internet of Medical Things (IoMT) technologies provide suitability among physicians and patients because they are useful in numerous medical fields. Wireless body sensor networks (WBSNs) are one of the most crucial technologies from within the IoMT evolution of the healthcare system, whereby each patient is monitored by low-powered and lightweight sensors. When the WBSNs are integrated into IoMT networks, they are quite likely to overlap each other; thus, cooperation between WBSN sensors is possible. In this paper, we consider communication between WBSNs and beyond their communication range. Therefore, we propose inter-WBAN cooperation for the IoMT system, which is also known as inter-WBAN cooperation in an IoMT environment (IWC-IoMT). In this paper, first, a proposed architecture for the IoT health-based system is investigated. Then, a mathematical model of the outage probability for the IWC-IoMT is derived. Finally, the energy efficiency of the IWC-IoT is analysed and inspected. The simulation and numerical results show that the IWC-IoMT (cooperative IoMT) system provides superior performance compared to the non-cooperative system. WBSN paradigms are capable of providing long-range healthcare monitoring of humans without constraining their mobility or activity. These paradigms are used to create an intelligent and cheap healthcare-monitoring system and are used for diagnostic procedures [7] .
Introduction
Currently, the Internet of Things (IoT) is one of the most powerful communication technologies of the 21st century. In the IoT environment, most of the electronic devices in our daily life will be a part of the Internet because of its communication and computing abilities. One of the important applications of IoT is healthcare. In healthcare technologies, the Internet of Medical Things (IoMT) requires several kinds of inexpensive sensors, wearable or implanted, which allow elderly people to enjoy recent advances in medical healthcare anytime, anywhere' [1] [2] [3] [4] .
Wireless body sensor network (WBSN) technologies are one of the most powerful technologies that could be utilised in the IoMT system [5] . WBSN technology comprises a group of low-power and lightweight devices with a transceiver which are used to observe the vital signs of the human body. Every sensor in WBSN is capable of gathering physiological signals, such as electrocardiogram (ECG), electroencephalogram (EEG) and movement, and sends the gathered signals to the coordinator node (CN) via a wireless medium or human body channel (HBC) for further analysis and inspection [6] .
1.
A new IoMT system is proposed that describes the journey of the data from the human body to the health cloud over four tiers.
2.
We propose a new protocol that allows neighbouring WBSNs to cooperate with each other through different communication technologies and devices within the IoMT system. The proposed protocol is called the 'inter-WBSN cooperation in IoMT system', which is abbreviated as 'IWC-IoMT'.
3.
A mathematical model of the proposed protocol is formulated and derived for two important metrics: outage probability and energy efficiency. The mathematical model describes the transmission of the data between WBSNs and beyond their communication range. 4 .
We reveal that the proposed IWC-IoMT protocol can achieve better performance in terms of the outage probability and energy efficiency of the IoMT system.
The rest of the paper is organised as follows: a WBSN network architecture is described in Section 2, which includes two sub-sections: WBSN in IoT-based health networks and new inter-WBSN cooperation, as well as the basic operation of the proposed protocols. In Section 3, the link analysis and outage probability of direct transmission and the proposed protocol are inspected. The energy efficiency of the different transmission scenario and the proposed protocol are investigated in Section 4. The performance and results are presented in Section 5. Finally, conclusions are drawn and directions for future work are proposed in Section 6.
WBSN Networks Architecture

WBSN in IoMT-based Health Network
A new architecture of an IoMT health-based paradigm is shown in the Figure 1 which can be divided into four tiers, where every layer of this proposed architecture clarified as:
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The limitations of the proposed protocols in [8] [9] [10] [11] [12] [13] [14] [15] [16] [17] [18] [19] [20] [21] [22] can be elaborated as follows: (1) the cooperation between hybrid devices (such as sensors, Wi-Fi, smart devices, and so on) was not considered; (2) the cooperation between different WBSNs in IoMT was not studied; (3) finally, neither energy efficiency nor outage probability have been analysed in an IoMT environment.
The contributions from this paper are summarised as follows:
1. A new IoMT system is proposed that describes the journey of the data from the human body to the health cloud over four tiers. 2. We propose a new protocol that allows neighbouring WBSNs to cooperate with each other through different communication technologies and devices within the IoMT system. The proposed protocol is called the 'inter-WBSN cooperation in IoMT system', which is abbreviated as 'IWC-IoMT'. 3. A mathematical model of the proposed protocol is formulated and derived for two important metrics: outage probability and energy efficiency. The mathematical model describes the transmission of the data between WBSNs and beyond their communication range. 4. We reveal that the proposed IWC-IoMT protocol can achieve better performance in terms of the outage probability and energy efficiency of the IoMT system.
WBSN Networks Architecture
WBSN in IoMT-based Health Network
A new architecture of an IoMT health-based paradigm is shown in the Figure 1 which can be divided into four tiers, where every layer of this proposed architecture clarified as: In this tier, the data is received and forwarded to the intelligent server (IS), the intelligent server is stored the data, analysed and forwarded to the suitable service, such as emergency response, a physician, or family.
It is clear from the above discussion that the journey of the information is entirely dependent upon received data from the first tier; if incorrect or damaged data is received from the first tier, the decision at the intelligent server might be incorrect and hazardous to the life of the patient. Therefore, we proposed a new protocol to ensure and enhance data delivery to the intelligent server.
Proposed Inter-WBSN Cooperation Network Architecture
In the traditional WBSN network architecture, many sensors homogeneously spread over the human body to observe any important vital signs, and the attached sensor gathers and transmits the data to the CN. Thus, a WBSN is based on the single-hop star topology, whereby all sensors transmit their gathered data over a wireless medium or HBC to the CN. The CN then sends the data to the next tier, as explained in the previous section (shown in Figure 1 ).
In fact, WBSN systems are quite likely to overlap each other, and this makes the cooperation between WBAN systems possible. In this paper, we proposed a new network architecture, known as inter-WBSN cooperation in the IoMT environment. We assumed that two WBSNs were co-located in the same transmission range (area). Each WBSN consists of a single CN and several sensors distributed on the human body. The operation of the proposed inter-WBSN cooperation is summarised as follows:
•
Each sensor gathers the data then forwards it to the second tier (T2) over two phases, as depicted in Figure 2 .
In the first phase, sensor 1 of the WBAN1 broadcasts the gathered data to CN1 and CN2. In the second phase, CN1 and CN2 transmit what is received from sensor 1 to the tier 2 device (T2).
The devices in T2 combine the received signals via maximal ratio combing (MRC) [23] .
Smart\wireless technology interface tier (tier 2):
In this tier, smart devices are utilized, (i.e., smart phone, laptop or tablet). In this tier, data are inspected and analysed, then the data transferred to tier 3 over one of the smart devices or one of the chosen wireless communication technologies (i.e., Bluetooth, Wi-Fi or cellular base-station). Tier 2 represents the bridge tier that is join the WBSN to the infrastructure internet, and some time located within WBSN area.
• Infrastructure internet tier (tier 3): This level bridge the gap between the tier 2 and tier 4 via exiting backbone communication technology. •
Care-Services tier (tier 4): In this tier, the data is received and forwarded to the intelligent server (IS), the intelligent server is stored the data, analysed and forwarded to the suitable service, such as emergency response, a physician, or family.
Proposed Inter-WBSN Cooperation Network Architecture
In fact, WBSN systems are quite likely to overlap each other, and this makes the cooperation between WBAN systems possible. In this paper, we proposed a new network architecture, known as inter-WBSN cooperation in the IoMT environment. We assumed that two WBSNs were colocated in the same transmission range (area). Each WBSN consists of a single CN and several sensors distributed on the human body. The operation of the proposed inter-WBSN cooperation is summarised as follows:
•
The devices in T2 combine the received signals via maximal ratio combing (MRC) [23] . In addition, we investigated two more protocols (traditional protocols): direct transmission in an IoMT environment (DT-IoMT) and two hops in an IoMT environment (TH-IoMT). In the DT- In addition, we investigated two more protocols (traditional protocols): direct transmission in an IoMT environment (DT-IoMT) and two hops in an IoMT environment (TH-IoMT). In the DT-IoMT, sensor 1 transmits directly to T2; however, in the TH-IoMT, sensor 1 transmits to the CN, and the CN forwards the data to T2. Future Internet 2019, 11, 239 5 of 13
Link and Outage Probability Analysis
In this section, the propagation model and the outage probability between two nodes are described. The average signal-to-noise ratio (SNR av i,j ) from node i to node j is given as [24] :
where:
P i,j : is the transmission power; P N : is the noise power; X i,j : is a complex Gaussian random variable with unit variance;
is the distance between two nodes; G : is the total gain of the transmit and receive antennae; λ : is the wavelength; N f : is the noise figure at the receiver; and M l : is the link margin.
The outage probability is defined as the probability that the transmission rate is less than or equal to the required transmission rate β. The outage probability can be calculated as [22] :
where β i,j = log 2 1 + SNR i,j X i,j and U i,j is expressed as:
Outage Probability Analysis of IWC-IoMT
The outage probability of the IWC-IoMT protocol is evaluated in this section. This analysis is based on the rate region of two-tandem transmission, as described in Figure 3 , where the end-to-end outage probability of the sensor 1 to the T2 link is evaluated. The rate region of the two sensors and the two CNs is shown in Figure 3 . Note that the (β 1 , β 1 ) in Figure 3 is separated into four regions. We can describe the error and correct reception regions as follows: let us consider the error region of sensor 1, where in Figure 3 , region 3 (R3) and region 4 (R4) corresponding to data received from sensor 1 is erroneous; while the data received from sensor 2 can be error-free in R3. In the same way, region 2 (R2) and region 4 (R4) corresponding to data received from sensor 2 is erroneous; while the data received from sensor 1 can be error-free in R2. On the other hand, region 1 (R1) corresponding to data received from sensor 1 and sensor 2 is correct.
The communication model of the IWC-IoMT, shown in Figure 2 , is a two-hop communication, where the first phase is the cooperative mode and the second phase is two non-tandems (transmission Future Internet 2019, 11, 239 6 of 13 over two different time slots) direct transmission mode. Consequently, the outage probability of the IWC-IoMT can be expressed as:
1st phase
In Equation (5), the first term corresponds with the event when the first phase is in the outage, while the second phase is not in the outage and the second term corresponds to the event, which is contrast to the first event. P out s1,cn1 is the outage probability of the S1 − CN1 link ( X 1,1 link) and can be expressed as:
where P R cn1 in Equation (6) can be further expressed as:
and:
Inserting Equations (8) and (7) into Equation (6), we obtain P out s1,cn1 . In what follows, P out s1,cn2 is the outage probability of the S1 − CN2 link ( X 1,2 link), and can be derived by similar calculations shown in Equations (6)- (8) . P out s1,cn2 is expressed as:
The term P R cn2 2 and P R cn2 4 in Equation (6) can be further expressed as:
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Inserting Equations (10) and (11) into Equation (9), we obtain P out s1,cn2 . P out SH is the outage probability of the second phase from CN1 and CN2 to T2. The second phase represents the transmission from the CN nodes to T2 at different time slots, and T2 combines the received data via MRC. Thus, the outage occurs whenever:
We assume that each CN node transmits what is received from sensor 1 over a period of time denoted as ω. Thus, CN1 transmits the data to T2 via ω, and CN2 transmits the data to T2 via 1 − ω = ω, where the ratio ω (0 < ω < 1). Then, Equation (12) can be further expressed as:
where the outage probability P out SH can then be evaluated over the outage region in Equation (13) as:
where U SH1 and U SH2 can then be expressed as:
where U SH1 and U SH2 represent CN1 − T2 link and CN2 − T2 link, respectively. The communication model of the IWC-IoMT, shown in Figure 2 , is a two-hop communication, where the first phase is the cooperative mode and the second phase is two non-tandems (transmission over two different time slots) direct transmission mode. Consequently, the outage probability of the IWC-IoMT can be expressed as:
P * = P , P , (1 − P ) 
Energy Efficiency of the IWC-IoMT
Energy efficiency is denoted as the achievable information transmission per joule of energy consumption. In this section, the energy efficiencies of DT-IoMT, TH-IoMT and IWC-IoMT are derived based on the previous calculations. The energy efficiency between two nodes or the energy efficiency of the DT-IoMT is defined as [25] : where P tot i,j is the total power consumption and is comprised of P amp , P tx and P rx , the P amp is the power amplifier consumption for the transmission, and P tx and P rx are the power consumption of the internal circuitry for transmitting and receiving, respectively. P tot i,j is expressed as:
In what follows, the energy efficiency of the TH-IoMT, E TH is expressed as:
1 − P out cn1,T2 β TH P tot TH (18) where in the two-hop cooperation, two nodes are involved in the data transmission and the total power consumption, P tot TH , and the achievable link capacity is equal to the minimum of the two hops, β TH , which are expressed as:
When we insert Equations (19) and (20) into Equation (18), we obtain E TH . Next, the energy efficiency of the IWC-IoMT protocol for sensor 1 is expressed as:
where 1 − P out s1,cn1
1 − P out cn1,T2 represent the successful transmission probability from S1 to CN1, and from S1 to CN2, respectively, and 1 − P out cn1,T2 1 − P out cn2,T2 represent the successful transmission probability from CN1 to T2, and from CN2 to T2, respectively. The first term total power, P amp + P tx + 2P rx , two nodes are involved in the data reception and a single node is involved in data transmission. Then, the second term total power, 2P amp + 2P tx + P rx , two nodes are involved in the data transmission and a single node is involved in data reception. Furthermore, the achievable link capacity of the first and second terms is expressed as:
where β FF is the transmission rate from the sensors to the coordinators (first phase), and β SF is the transmission rate from the coordinators to T2 (second hop). Finally, if we insert Equations (21) and (22) into Equation (20), we obtain E * .
Simulation and Discussion
In this section, we evaluate the performance of the proposed inter-WABN cooperation of IoMT health-based systems via computer simulations. In the simulations, random topology, various wireless body sensors are located in a 3 × 3 m, and two human bodies are assumed to coexist in the same range. The distances are assumed to be variable in the simulations, and all links are assumed to have the same distance which is denoted as d o . The transmission rate of all the links is assumed to be β o (b/s/Hz). The path-loss exponent, α, is 4, Ml = 40 dB and N f = 10 dB, the total antenna gain is G = 5 dBi, the carrier frequency is f c = 2.5 GHz, and N o = −70 dBm. In what follows, we denote the power consumption of circuitry for amplifying, transmitting and receiving as P o (mW). Figure 4 shows the comparison of outage probabilities of DT-IoMT, TH-IoMT and IWC-IoMT as a function of the inter-node distance, d o . In general, the outage probabilities of all communication reduced as the inter-nodes distance increases. As shown in the figure, the proposed protocol achieved better performance compared to both protocols. As expected, the performance of the TH-IoMT is better compared to the DT-IoMT because the data are transmitted over two independent links. 9 to be ( / / ). The path-loss exponent, , is 4, = 40 and = 10 , the total antenna gain is = 5 , the carrier frequency is = 2.5 , and = −70 . In what follows, we denote the power consumption of circuitry for amplifying, transmitting and receiving as ( ). Figure 4 shows the comparison of outage probabilities of DT-IoMT, TH-IoMT and IWC-IoMT as a function of the inter-node distance, . In general, the outage probabilities of all communication reduced as the inter-nodes distance increases. As shown in the figure, the proposed protocol achieved better performance compared to both protocols. As expected, the performance of the TH-IoMT is better compared to the DT-IoMT because the data are transmitted over two independent links. Figure 5 and for the first phase (i.e., from the sensors to the CN) is set to 5 / / and for the second phase (i.e., from the CN to 2) is set to 2 / / . While, the transmission rates of the DT-IoMT and TH-IoMT are set to 5 / / . As shown in the figure, the performance of IWC-IoMT is outperformed the DT-IoMT and TH-IoM protocols at distance less than 1.5 , while the performance of the IWC-IoMT is degraded at distance more than 1.5 . In the Figure 6 and for the first phase (i.e., from the sensors to the CN) is set to 2 / / and for the second phase (i.e., from the CN to 2) is set to 5 / / . While the transmission rate of the DT, THC and ICC is set to 5 / / . As shown in the figure, the performance of the IWC-IoMT is less than DT-IoMT and TH-IoMT for all cases and the inter-nodes distance. Figure 5 and for the first phase (i.e., from the sensors to the CN) is set to 5 b/s/Hz and for the second phase (i.e., from the CN to T2) is set to 2 b/s/Hz. While, the transmission rates of the DT-IoMT and TH-IoMT are set to 5 b/s/Hz. As shown in the figure, the performance of IWC-IoMT is outperformed the DT-IoMT and TH-IoM protocols at distance less than 1.5 m, while the performance of the IWC-IoMT is degraded at distance more than 1.5 m. In the Figure 6 and for the first phase (i.e., from the sensors to the CN) is set to 2 b/s/Hz and for the second phase (i.e., from the CN to T2) is set to 5 b/s/Hz. While the transmission rate of the DT, THC and ICC is set to 5 b/s/Hz. As shown in the figure, the performance of the IWC-IoMT is less than DT-IoMT and TH-IoMT for all cases and the inter-nodes distance. . For all cases and links, power consumption, , is 10 . Figure 7 shows the comparison of energy efficiencies of DT-IoMT, TH-IoMT and IWC-IoMT as a function of the inter-node distance, . As shown in Figure 7 , the energy efficiency values of all protocols are decreased as the inter-node distance increased. This performance of all protocols decayed due to the greater transmission power required to guarantee a certain transmission rate. Nevertheless, IWC-IoMT performs best among all protocols because the IWC-IoMT utilised four independent transmission links and MRC at the destination (T2). . For all cases and links, power consumption, , is 10 . Figure 7 shows the comparison of energy efficiencies of DT-IoMT, TH-IoMT and IWC-IoMT as a function of the inter-node distance, . As shown in Figure 7 , the energy efficiency values of all protocols are decreased as the inter-node distance increased. This performance of all protocols decayed due to the greater transmission power required to guarantee a certain transmission rate. Nevertheless, IWC-IoMT performs best among all protocols because the IWC-IoMT utilised four independent transmission links and MRC at the destination (T2). Figure 8 , we can see that the energy efficiencies of DT-IoMT, TH-IoMT and IWC-IoMT increase as the power consumption increases. The reason is that the energy efficiencies are inversely proportional to the power consumption. In comparison, IWC-IoMT has greater energy efficiency compared to the DT-IoMT and TH-IoMT because its data is transmitted over four independent paths and the T2 utilized MRC. The energy efficiency of the DT-IoMT is generally less than that of the TH-IoMT. The reason is that the data is transmitted over two independent paths in the TH-IoMT. Figure 9 shows the comparison of energy efficiencies of DT-IoMT, TH-IoMT and IWC-IoMT as a function of the power consumption, β o (b/s/Hz). We can see that the energy efficiencies of all protocols are decreased with the increase in the transmission rate. The reason is that, with the increase in the transmission rate, the nodes or the sensors need more power to achieve the required transmission rate. As expected, the performance of the IWC-IoMT outperforms the performance of the DT-IoMT and TH-IoMT, however, the performance of the TH-IoMT is better than the DT-IoMT performance.
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DT-IoMT, TH-IoMT and IWC-IoMT increase as the power consumption increases. The reason is that the energy efficiencies are inversely proportional to the power consumption. In comparison, IWC-IoMT has greater energy efficiency compared to the DT-IoMT and TH-IoMT because its data is transmitted over four independent paths and the T2 utilized MRC. The energy efficiency of the DT-IoMT is generally less than that of the TH-IoMT. The reason is that the data is transmitted over two independent paths in the TH-IoMT. Figure 9 shows the comparison of energy efficiencies of DT-IoMT, TH-IoMT and IWC-IoMT as a function of the power consumption, ( / / ). We can see that the energy efficiencies of all protocols are decreased with the increase in the transmission rate. The reason is that, with the increase in the transmission rate, the nodes or the sensors need more power to achieve the required transmission rate. As expected, the performance of the IWC-IoMT outperforms the performance of the DT-IoMT and TH-IoMT, however, the performance of the TH-IoMT is better than the DT-IoMT performance. Figure 9 shows the comparison of energy efficiencies of DT-IoMT, TH-IoMT and IWC-IoMT as a function of the power consumption, ( / / ). We can see that the energy efficiencies of all protocols are decreased with the increase in the transmission rate. The reason is that, with the increase in the transmission rate, the nodes or the sensors need more power to achieve the required transmission rate. As expected, the performance of the IWC-IoMT outperforms the performance of the DT-IoMT and TH-IoMT, however, the performance of the TH-IoMT is better than the DT-IoMT performance. 
Conclusions
Recent advances in the design of Internet of Medical Things (IoMT) technologies are encouraging the development of smart systems to support and improve healthcare. In this paper, we have designed a new system of the IoMT. The proposed IoMT consists of four tiers, starting from human body sensors and ending with the health cloud. Along with the proposed design, we proposed a new protocol known as IWC-IoMT. The proposed protocol would allow two bodies to cooperate with each other to deliver data efficiently.
In this work, two important metrics were considered: outage probability and energy efficiency. The results show that the proposed protocol achieved better performance when compared to non-inter-WBAN cooperation for a symmetric transmission rate. On the other hand, the performance of the proposed protocol degraded when the asymmetric transmission rates were utilised.
In future work, we will analyse the proposed protocol with an energy harvesting technique that allows the coordinator nodes to first harvest the energy and then cooperate based on a time switch. 
